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IN THE CLAIMS: 

The text of all pending claims, (including withdrawn claims) is set forth below. Cancelled 
and not entered claims are indicated with claim number and status only. The claims as listed 
below show added text with underlining and deleted text with str i k e through . The status of each 
claim is indicated with one of (original), (currently amended), (cancelled), (withdrawn), (new), 
(previously presented), or (not entered). 

Please AMEND claims 1, 2, 5, 6, 8, 9, 11, 12, 14, and 20 and CANCEL claims 3, 4, 7, 10, 
1 3, and 1 5-1 9 in accordance with the following: 

1 . (Currently Amended) A file security management method, 
comprising: 

obtaining a position in which a file can be opened as current position information from a 
position detecting device or as position information from an input device, and obtaining data 
indicating a number of significant digits of the position information used for encryption or 
decryption of the file from the input device, 

encrypting a-the file by using, as a key, data having high-order digits corresponding to the 
number of significant digits of the position information obtained from the position information and 
the data indicating the number of significant digits: 

further generating a first digest which is data resulting from a hash operation performed 
on the encrypted file, and generating public key encryption data by encrypting, using a public 
key, the data indicating the number of significant digits, the file encrypted using the position 
information as a key, and the first digest: and 

generating a second digest by performing a hash operation on the generated public key 
encryption data, and generating data to be provided by adding the second digest to the public 
key encryption data which sp e c i f ie s a pos i t i on i n wh i ch th e f ile can be openod : 

saving th e e ncrypt e d f i l e ; 

d e crypting the f ile by using, as a k e y, pos i t i on i nformat i on wh i ch is d e t e cted by a posit i on 
det e ct i ng d e v i c e ; a nd 

d i sp l ay i ng th e d e crypt e d f ile. 

2. (Currently Amended) Th e f ile s e cur i ty manag e m e nt m e thod accord i ng to c l a i m 1, 
wher ei n 

a s ele ction is mad e from among a plura l ity of pr e r e g i st e r e d positions wh e n pos i tion 
i nformat i on i n wh i ch th e filo can b e d e crypt e d is s ele ct e d . 
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A file security management method, comprising: 

obtaining data to be provided having public key data which is generated by 

encrypting, using a public key, data indicating a number of significant digits of position 
information, a file encrypted using data corresponding to the number of significant digits of the 
position information, and a first digest obtained by performing a hash operation to the encrypted 
file, and a second digest obtained by performing a hash operation to the public key encryption 
data; and generating the data to be provided by adding the second digest to the public key 
encryption data: 

generating a digest by performing a hash operation to the public key encryption 

data included in the data to be provided, and determining whether the generated digest matches 
the second digest included in the data to be provided; 

decrypting, when the generated digest and the second digest matches, the public 

key encryption data using a secret key corresponding to the public key, and obtaining the data 
indicating the number of significant digits of the position information, the file encrypted using the 
position information and the first digest; 

generating a digest by performing a hash operation to the obtained encrypted file, 

and determining whether the generated digest matches the obtained first digest; and 

obtaining, when the generated digest and the first digest matches, current 

position information from a position detecting device, and performing decryption process of the 
obtained encrypted file using data having high-order digits corresponding to the number of 
significant digits of the current position information as a key . 

3. (Cancelled) 

4. (Cancelled) 

5. (Currently Amended) A file security management apparatus, 
comprising: 

an acguisition unit for obtaining a position in which a file can be opened as current 
position information from a position detecting device or as position information from an input 
device, and obtaining data indicating a number of significant digits of the position information 
used for encryption or decryption of the file from the input device; 

an encrypting unit encrypting a-the file by using, as a key, posit i on i nformation wh i ch 
sp e c i f ie s a pos i t i on i n which th e fi le can b e op e n e d; 
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a sav i ng unit sav i ng th e e ncrypted f ilo ; 

a d e crypt i ng un i t d e crypting th e f ile by us i ng, as a k e y, pos i t i on i nformat i on wh i ch i s 
d e t e cted by a posit i on d e t e cting d e v i c e ; and 

a display i ng un i t d i splay i ng th e f i l e d e crypted by said d e crypt i ng un i t data having high- 
order digits corresponding to the significant number of digits of the position information obtained 
the position information and the data indicating the number of significant digits: 

further generating a first digest which is data resulting from a hash operation performed 
on the encrypted file, and generating public key encryption data by encrypting, using a public 
key, the data indicating the number of significant digits, the file encrypted using the position 
information as a key, and the first digest; and 

data to be provided to the generation unit generating a second digest by performing a 
hash operation on the generated public key encryption data, and generating data to be provided 
by adding the second digest to the public key encryption data . 

6. (Currently Amended) A file security management apparatus, comprising: 

a first acguisition unit for obtaining data to be provided having public key data 

which is generated by encrypting, using a public key, data indicating number of significant digits 
of position information, a file encrypted using data corresponding to the number of significant 
digits of the position information, and a first digest obtained by performing a hash operation to 
the encrypted file, and a second digest which is obtained by performing a hash operation to the 
public key encryption data; and generating the data to be provided by adding the second digest 
to the public key encryption data; 

a first determination unit for generating a digest by performing a hash operation to 

the public key encryption data included in the data to be provided, and determining whether the 
generated digest matches the second digest included in the data to be provided: 

a second acguisition unit for decrypting, when the generated digest and the 

second digest matches, the public key encryption data using a secret key corresponding to the 
public key, and obtaining the data indicating the number of significant digits of the position 
information, the file encrypted using the position information, and the first digest: 

a second determination unit for generating a digest by performing a hash 

operation to the obtained encrypted file, and determining whether the generated digest matches 
the obtained first digest; and 

a decryption unit for obtaining, when the generated digest and the first digest 

matches, current position information from a position detecting device, and performing 
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decryption process of the obtained encrypted file using data having high-order digits 
corresponding to the number of significant digits of the current position information as a key 

A f ile s e cur i ty managem e nt m e thod, 

compr i s i ng: 

e ncrypt i ng a f ile by us i ng, as a k e y, pos i tion i nformat i on wh i ch spoc i f ie s a pos i t i on i n 
wh i ch th e fi le can b e op e n e d; and 
sav i ng th e e ncrypted fi l e . 

7. (Cancelled) 

8. (Currently Amended) A computer-readable storage medium on which a file 
security management program is recorded, the program comprising: 

obtaining a position in which a file can be opened as current position information from a 
position detecting device or as position information from an input device, and obtaining data 
indicating a number of significant digits of the position information used for encryption or 
decryption of the file from the input device, 

encrypting the file by using, as a key, data having high-order digits corresponding to the 
number of significant digits of the position information obtained from the position information and 
the data indicating the number of the significant digits: 

further generating a first digest which is data resulting from a hash operation performed 
on the encrypted file, and generating public key encryption data by encrypting, using a public 
key, the data indicating the number of significant digits, the file encrypted using the position 
information as a key, and the first digest: and 

generating a second digest by performing a hash operation on the generated public key 
encryption data, and generating data to be provided by adding the second digest to the public 
key encryption data A f i l e s e cur i ty manag e m e nt m e thod. 

compr i s i ng: 

e ncrypt i ng data by us i ng pos i t i on i nformat i on which sp e c i f ie s a position in wh i ch th e data 
can b e us e d; and 

transm i tt i ng th e encrypt e d data, or sav i ng tho e ncrypt e d data onto a comput e r - r e adab le 
storag e m e d i um . 

9. (Currently Amended) A computer-readable storage medium on which a file 
security management program is recorded, the program comprising: 
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obtaining data to be provided having public key data which is generated by encrypting, 
using a public key, data indicating a number of significant digits of position information, a file 
encrypted using data corresponding to the number of significant digits of the position 
information, and a first digest obtained by performing a hash operation to be the encrypted file, 
and a second digest which is obtained by performing a hash operation to the public key 
encryption data; and generating the data to be provided by adding the second digest to the 
public key encryption data; 

generating a digest by performing a hash operation to the public key encryption data 
included in the data to be provided, and determining whether the generated digest matches the 
second digest included in the data to be provided: 

decrypting, when the generated digest and the second digest matches, the public key 
encryption data using a secret key corresponding the public key, and obtaining the data 
indicating the number of significant digits of the position information, the file encrypted using the 
position information and the first digest; 

generating a digest by performing a hash operation to the obtained encrypted file and 
determining whether the generated digest matches the obtained first digest; 

obtaining, when the generated digest and the first digest matches, current position 
information from a position detecting device, and performing a decryption process of the 
obtained encrypted file using data having high-order digits corresponding the number of 
significant digits of the current position information as a key 

Th e f ile s e cur i ty manag e m e nt m e thod 

according to c l aim 8, wh e r ei n a li m i tat i on i s i mpos e d on a pos i t i on range i n which a fi le 
can b e op e n e d by chang i ng a data le ngth of pos i t i on i nformat i on us e d as an e ncrypt i on k e y . 

10. (Cancelled) 

11. (Currently Amended) The computer-readable storage medium of claim 8, A 
program s e cur i ty manag e m e nt m e thod, compr i s i ng: 

e ncrypt i ng a program w i th pos i t i on i nformation wh i ch sp e c i f i cs a pos i t i on i n wh i ch tho 
program can b e us e d; and 

transm i tt i ng th e program e ncrypt e d w i th th e pos i t i on i nformat i on, or sav i ng th e e ncrypted 
program onto a comput e r - r e adab le s torag e m e d i um wherein said encrypting includes encrypting 
the program with the position information which specifies a position in which the program can be 
used. 
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12. (Currently Amended) The computer-readable medium of claim 11, wherein said 
encrypting includes encrypting the program with the position information and a license key given 
to a use r program s e curity manag e ment m e thod 

accord i ng to cla i m 11, wh e rein th e program i s e ncrypt e d w i th th e pos i t i on i nformat i on, 
and a li c e ns e k e y g i v e n to a us e r . 

13. (Cancelled) 

14. (Currently Amended) A program s e cur i ty manag e m e nt method The computer- 
readable medium of claim 9 , comprising: 

e ncrypting a program w i th posit i on i nformat i on which sp e c i fi e s a pos i t i on in which th e 
program can b e used; 

transm i tt i ng th e program e ncrypt e d w i th th e pos i t i on i nformat i on, and a li c e ns e k e y g i v e n 
to a us e r; 

rec ei ving, by th e us e r, th e encrypt e d program and th e li c e ns e koy; and 
d e crypt i ng th e e ncrypt e d program w i th pos i t i on i nformat i on wh i ch i s d e t e ct e d by a 

pos i t i on d e t e ct i ng d e v i c e , and th e l ic e ns e k e v receiving a program encrypted using position 

information and a license key, and 

decrypting the encrypted program with position information which is detected by a 

position detecting device and the license key . 

15. (Cancelled) 

16. (Cancelled) 

17. (Cancelled) 

18. (Cancelled) 

19. (Cancelled) 

20. (Currently Amended) A comput e r - r e adab le storag e m e dium on wh i ch i s r e corded 
a program for read i ng map data from a storag e m e d i um on wh i ch is record e d map data 
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e ncrypt e d with pos i t i on i nformat i on wh i ch sp e c i fi e s a pos i t i on i n wh i ch th e map data can be 
u se d, th e program compr i s i ng 

a ll owing th e map data to b e d e crypt e d on l y if pos i tion i nformat i on d e t e ct e d by a position 
d e t e ct i ng d e v i c e and th e pos i tion i nformat i on us e d to e ncrypt th e map data match The computer- 
readable storage medium according to claim 8, on which is recorded a program for reading map 
data from a storage medium on which is recorded map data encrypted with position information 
which specifies a position in which the map data can be used, the program including allowing the 
map data to be decrypted only if position information detected by a position detecting device and 
the position information used to encrypt the map data match . 
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